RRDTUTORIAL(1) rrdtool RRDTUTORIAL(L)

NAME

rrdtutorial — Alex van den Bogaerdt’RRDtool tutorial

DESCRIPTION

RRDtool is written by Tobias Oetiker <tobi@oetilch> with contributions from manpeople all around
the world. This document is written by Alevan den Bogaerdt <al@vandenbogerdt.nl> to help you
understand what RRDtool is and what it can do for you.

The documentation pvided with RRDtool can be too technical for some people. This tutorial is here to
help you understand the basics of RRDtool. It should prepare you to read the documentation yourself.
also explains the general things about statistics with a focus on networking.

TUTORIAL
Important

Please don'skip ahead in this document! The first part of this document explains the basics and may be
boring. Butif you dont understand the basics, the examples will not be as meaningful to you.

Sometimes things change. This example used to provide numhket8.kd” in stead of ‘4.00000e-02".
Those are really the same numbers, just written dowereiftly Don’t be darmed if a future grsion of
rrdtool displays a slightly different form of output. Theamples in this document are correct fersion
1.2.0 of RRDtool.

Also, sometimes bugs do occufhey may also influence the outcome of the examples. Example
speed4.png was suffering from this (the handling of uwkndata in an if-statement was wrong). Normal
data will be just fine (auy in rrdtool wouldn't last long) but special casesdiklaN, INF and so on may last

a bt longer Try another version if you can, or justdiwith it.

| fixed the speed4.png example (and added a note). There may beathgries which suffer from the
same or a similardgy. Try to fix it yourself, which is a great excercise. But please do not submit your result
as a fix to the source of this document. Discuss it on thesliseror write to me.

What is RRDtool?

RRDtool refers to Round Robin Database td®bund robin is a technique that works with a fixed amount

of data, and a pointer to the current element. Think of a circle with some dots plotted on the edge. These
dots are the places where data can be stored: &rarow from the center of the circle to one of the dots;

this is the pointer When the current data is read or written, the pointeresito e next element. As we

are on a circle there is neither ayimming nor an end, you can go on and on and on. After a while, all the
awailable places will be used and the process automatically reuses old locationsayf tie wiataset will

not graw in size and therefore requires no maintenance. RRDtool works with Round Robin Databases
(RRDs). It stores and retyies data from them.

What data can be put into anRRD?

You name it, it will probably fit as long as it is some sort of time-series data. This meansvgob ba
able to measure some value atesal points in time and provide this information to RRDtool. If you can do
this, RRDtool will be able to store it. Thalues must be numerical but dohaveto be integers, as is the
case WithVIRTG (the next section will gie nore details on this more specialized application).

Many examples bela talk aboutSNMP which is an acronym for Simple Network Management Protocol.

“ Simple’ refers to the protocol. It does not mean it is simple to manage or monitor a network. After
working your way through this document, you should knenough to be able to understand what people
are talking about. For mg just realize thaSNMP can be used to querydees for the values of counters
they keep. It is the value from those counters that we want to store RRthe

What can | do with this tool?
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RRDtool originated fromMRTG (Multi Router Traffic Grapher).MRTG started as a tinlittle script for
graphing the use of a waersity’s mnnection to the InterneMRTG was later (ab—)used as a tool for
graphing other data sources including temperature, speed, voltage, number of printouts and the like.

Most likely you will start to use RRDtool to store and process data collect&ivia. The data will most
likely be bytes (or bits) transferred from and to a pdtver a computerBut it can also be used to display
tidal waves, solar radiation, power consumption, number of visitors akhibigon, noise lgels near an
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airport, temperature on youmvaite holiday location, temperature in the fridge and wiiteyour
imagination can come up with.

You only need a sensor to measure the data and be able to feed the numbers into RRDtool. RRDtool then
lets you create a database, store data in it, vettiat data and create graphsPiNG format for display on

a web bravser ThosePNG images are dependent on the data you collected and could be, for instance, an
overview of the arerage network usage, or the peaks that occurred.

What if | still have problems after reading this document?
First of all: read it again! You may va mssed something. If you are unable to compile the sources and
you hae a firly commonOsS, it will probably not be the fault of RRDtool. There may be pre-compiled
versions around on the Internet. If theome from trusted sources, get one of those.

If on the other hand the program works but does nvet giu the expected results, it will be a problem with
configuring it. Revie your configuration and compare it with the examples thatviollo

There is a mailing list and an arebid it. Read the list for a ¥ weeks and search the andhilt is
considered rude to just ask a question without searching theesrgyour problem may alreadyJeakeen
solved for somebody else! This is true for most, if not all, mailing lists and not only for this particular one.
Look in the documentation that came with RRDtool for the location and usage of the list.

| suggest you tak a noment to subscribe to the mailing list rightwndy sending an email to
<rrd—-users—request@lists.oetikdr> with a subject ofsubscribe”. If you ever want to le&e this list, just
write an email to the same address but mith a subject of “unsubscribe”.

How will you help me?
By giving you some detailed descriptions with detailedneples. lassume that following the instructions
in the order presented will\g you enough knowledge of RRDtool to experiment for yourself. If it dbesn’
work the first time, dort’ give up. Reread the stuthat you did understand, you mayvhanissed
something.

By following the ekamples you get some hands-on experience aed,naore important, some background
information of hav it works.

You will need to knev something about hexadecimal numbers. If you don't, start with reading bin_dec_he
before you continue here.

Your first Round Robin Database
In my opinion the best way to learn something is to actually dé/fty not start right na? \We will create
a database, put some values in it and extract this dafa.ayour output should be the same as the output
that is included in this document.

We will start with some easy stfudnd compare a car with a router compare kilometers (miles if you
wish) with bits and bytes. #'dl the same: some numbevep some time.

Assume we ha a avice that transfers bytes to and from the Internet. Thiscdekeeps a counter that
starts at zero when it is turned on, increasing witnyebyte that is transferred. This counter will probably
have a naximum value. If this value is reached and afnaebyte is counted, the counter starerat zero.
This is the same as maoounters in the world such as the mileage counter in a car.

Most discussions about netrking talk about bits per second so lets get used to that riglyt Assume a
byte is eight bits and start to think in bits not bytes. The cqumeeve, ill counts bytes! In the&SNMP
world most of the counters are 32 bits. That meang ahe counting from 0 to 4294967295.eWill use
these walues in the xamples. Thalevice, when asked, returns the current value of the colMeknow
the time that has passes since we lastgask we ne know how mary bytes hae keen transferred ***on
avaage*** per second. This is not very hard to calculate. First in words, then in calculations:

1. Take the current countesubtract the previous value from it.
2. Do the same with the current time and the previous time (in seconds).

3. Divide the outcome of (1) by the outcome of (2), the result is the amount of bytes per second. Multiply
by eight to get the number of bits per second (bps).
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bps = (counter_now — counter_before) / (time_now — time_before) * 8

For some people it may help to translate this to an automokélmple. Donot try this example, and if you
do, dont blame me for the results!

People who are not used to think in kilometers per hour can translate most into miles per hadingy di
km by 1.6 (close enough).will use the following abbreviations:

m: meter

km:  kilometer (= 1000 meters).
h: hour

S: second

km/h: kilometers per hour
m/s: meters per second

You are driving a carAt 12:05 you read the counter in the dashboard and it tells you that the canieds mo
12345 km until that momentAt 12:10 you look again, it reads 12357 km. This means yoe taveled 12

km in five minutes. A scientist would translate that into meters per second and this makes a nice
comparison tvard the problem of (bytes per évminutes) versus (bits per second).

We taveled 12 kilometers which is 12000 meterse W4 that in five minutes or 300 seconds. Our speed is
12000m / 300s or 40 m/s.

We muld also calculate the speed in km/h: 12 times 5 minutes is ansboue aveto multiply 12 km by
12 to get 144 km/h[For our natve English speaking friends: that90 nph so dort try this example at
home or where I Vie )

Remember: these numbers averages only There is no way to figure out from the numbers, if yowero
at a constant speed. There is an example later on in this tutorial that explains this.

| hope you understand that there is no difference in calculating m/s or bps; only the way we collect the data
is different. Even the k from kilo is the same as in networking terms k also means 1000.

We will now create a database where we capgkall these interesting numbers. The method used to start
the program may differ slightly fro@Sto OS, but | assume you can figure it out if it works different on
your’s. Male aure you do not werwrite ary file on your system wherxecuting the folleving command

and type the whole line as one long line (I had to split it for readability) and skip all of the '\’ characters.

rrdtool create test.rrd \
——start 920804400 \
DS:speed:COUNTER:600:U:U \
RRA:AVERAGE:0.5:1:24 \
RRA:AVERAGE:0.5:6:10

(So enterrrdtool create test.rrd ——start 920804400 DS ... )

What has been created?
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We aeated the round robin database called test (test.rrd) which starts at noon the day | started writing this
document, 7th of March, 1999 (this date translates to 920804400 seconxpglaised below). Our
database holds one data soums) (hamed ‘speed’ that represents a countdhis counter is readvery

five minutes (this is the default therefore you ddvdveto put——step=300 ). Inthe same databasedw

round robin archies (RRAS) are kept, oneverages the datavery time it is read (e.g., thesehothing to

avaage) and &eps 24 samples (24 times 5 minutes is 2 hours). The ottages 6 values (half hour) and
contains 10 suchvarages (e.g. 5 hours).

RRDtool works with special time stamps coming from tingX world. Thistime stamp is the number of
seconds that passed since January 1st U920 The time stamp value is translated into local time and it
will therefore look different for different time zones.

Chances are that you are not in the same part ofdhd as | am. This means your time zone i$edént.
In all examples where | talk about time, the hours may be wrong for you. This hasféttteoefthe results
of the examples, just correct the hours while readifsg.an example: where | will sed2:05” the UK
folks will see “11:05".
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We row haveto fill our database with some numbers. We'll pretend te ead the following numbers:

12:05 12345 km
12:10 12357 km
12:15 12363 km
12:20 12363 km
12:25 12363 km
12:30 12373 km
12:35 12383 km
12:40 12393 km
12:45 12399 km
12:50 12405 km
12:55 12411 km
13:.00 12415 km
13:05 12420 km
13:10 12422 km
13:15 12423 km

We fill the database as follows:

rrdtool update test.rrd 920804700:12345 920805000:12357 920805300:12363
rrdtool update test.rrd 920805600:12363 920805900:12363 920806200:12373
rrdtool update test.rrd 920806500:12383 920806800:12393 920807100:12399
rrdtool update test.rrd 920807400:12405 920807700:12411 920808000:12415
rrdtool update test.rrd 920808300:12420 920808600:12422 920808900:12423

This reads: update our test database with the following numbers

time 920804700, value 12345
time 920805000, value 12357

etcetera.

As you can see, it is possible to feed more than one value into the database in one command. | had to stop
at three for readability but the real maximum per lin@Sslependent.

We @an nav retrieve the data from our database using “rrdtool fetch”:
rrdtool fetch test.rrd AVERAGE —-start 920804400 ——end 920809200
It should return the following output:
speed

920804700:
920805000:
920805300:
920805600:
920805900:
920806200:
920806500:
920806800:
920807100:
920807400:
920807700:
920808000:
920808300:
920808600:
920808900:
920809200:
920809500:
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nan

4.0000000000e-02
2.0000000000e-02
0.0000000000e+00
0.0000000000e+00
3.3333333333e-02
3.3333333333e-02
3.3333333333e-02
2.0000000000e-02
2.0000000000e-02
2.0000000000e-02
1.3333333333e-02
1.6666666667e-02
6.6666666667e-03
3.3333333333e-03
nan

nan
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Note that you might get more rows than yapexct. The reason for this is that you ask for a time range that
ends on 920809200. The number that is written behind 920809200: in the Vistabe's the time range
from 920808900 to 920809200XCLUDING 920809200Hence to be on the sure side, you reedie entry
from 920809200 to 920809500 as well sinckiELUDES 920809200You may also seeNaN' instead of
“nan’ this isOS dependent. ‘NaN"" stands for “Not A Numbet’ If your OSwrites ‘U’ or ‘‘UNKN” or
something similar tha’dkay. If something else is wrong, it will probably be due to an error you made
(assuming that my tutorial is correct of course :-). In that case: delete the database and try again.

The meaning of the alie autput will become clear belo

Time to create some graphics
Try the following command:

rrdtool graph speed.png \
——start 920804400 ——end 920808000 \
DEF:myspeed=test.rrd:speed:AVERAGE \

LINE2:myspeed#FF0000

This will create speed.png which starts at 12:00 and ends at 13:00. There is a definition of a variable called
myspeed, using the data fraRRA “ speed’out of databasétést.rrd’. The line drawn is 2 pixels high and
represents the variable myspeed. The color is red (specified by its rgb-representation, see below).

You'll notice that the start of the graph is not at 12:00 but at 12:05. This is becauseeweshéicient
data to tell thewrage before that time. This will only happen when you miss some samples, this will not
happen a lot, hopefully.

If this has worked: congratulations! If not, check what went wrong.

The colors are built up from red, green and blue. For each of the components, you spenifychdo use
in hexadecimal where 00 means not includedrsheans fully included.The ‘color” white is a mixture
of red, green and bluEFFFFFThe “color” black is all colors off: 000000

red #FF0000

green  #0O0FFOO

blue #0000FF

magenta #FFOOFF (mixed red with blue)

gray #555555 (one third of all components)

Additionally you can (with a recent RRDtool) add an alpha channel (transparerite default will be
“ FF” which means non-transparent.

The PNG you just created can be displayed using yaworfte image vigver. Web bravsers will display
thePNGvia theURL “ file:///the/path/to/speed.png”

Graphics with some math
When looking at the image, you notice that the horizontal axis is labeled 12:10, 12:20, 12:30, 12:40 and
12:50. Sometimes a label doadit'(12:00 and 13:00 would be likely candidates) s #re skipped.

The vertical axis displays the range we enteregl pgivided kilometers and when divided by 300 seconds,
we get very small numbersoe eact, the first value was 12 (12357-12345) andddd by 300 this
makes 0.04, which is displayed by RRDtool @ ‘m” meaning “40/1000°. The “m’’ (milli) has nothing

to do with meters (also m), kilometers or millimeters! RRDtool dadsmow about the physical units of
our data, it just works with dimensionless numbers.

If we had measured our distances in meters, thiddvhare keen (12357000-12345000)/300 = 12000/300
=40.

As most people h& a letter feel for numbers in this range, we’'ll correct thae ®uld recreate our
database and store the correct dati,theere is a better way: we do some calculations while creating the
png file!
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rrdtool graph speed2.png \
——start 920804400 ——end 920808000 \
——vertical-label m/s \
DEF:myspeed=test.rrd:speed:AVERAGE \
CDEF:realspeed=myspeed,1000,\* \

LINEZ2:realspeed#FF0000

Note: | need to escape the multiplication operator * with a backslash. If | don't, the operating system may
interpret it and use it for file name expansion. You could also place the line within quotation neasixs lik

"CDEF:realspeed=myspeed,1000,*" \
It boils down to: it is RRDtool which should see *, not your shell. And it is your shell interpreting \, not

RRDtool. You may need to adjustanples accordingly if you happen to use an operating system or shell
which behaes dfferently.

After viewing thisPNG, you notice the'm’’ (milli) has disappeared. This it what the correct resuoitilel
be. Also, a label has been added to the imagmart from the things mentioned aksp the PNG should
look the same.

The calculations are specified in tABEF part ab@e and are in Reerse Polish Notation ‘RPN”). What

we requested RRDtool to do istake the data source myspeed and the number 1000; multiply 'those’
Don't bother withRPN yet, it will be explained later on in more detail. Also, you mantmo read my
tutorial on CDEFs and Ste Raders wutorial onRPN.But first finish this tutorial.

Hang on! If we can multiply values with 1000, it should also be possible to display kilometers per hour
from the same data!

To change a value that is measured in meters per second:

Calculate meters per hour: value * 3600
Calculate kilometers per hour: value / 1000
Together this makes: value * (3600/1000) or value * 3.6

In our example database we made a méstaki we need to compensate for this by multiplying with 1000.
Applying that correction:

value * 3.6 * 1000 == value * 3600
Now let's aeate thiPNG,and add some more magic ...

rrdtool graph speed3.png \
——start 920804400 ——end 920808000 \
——vertical-label km/h \
DEF:myspeed=test.rrd:speed:AVERAGE \
"CDEF:kmh=myspeed,3600,*" \
CDEF:fast=kmh,100,GT,kmh,0,IF \
CDEF:good=kmh,100,GT,0,kmh,IF \
HRULE:100#0000FF:"Maximum allowed" \
AREA:good#00FF00:"Good speed" \
AREA:fast#FF0000:"Too fast"

Note: here we use another means to escape the * operator by enclosing the whole string in double quotes.

This graph looks much bettepeed is shown in km/h and there & an etra line with the maximum
allowed speed (on the road Itehon). | also changed the colors used to display speed and changed it from
aline into an area.

The calculations are more complaow. For speed measurements within the speed limyt ahe

Check if kmh is greater than 100 ( k mh,100) GT
If so, return 0, else kmh ((( kmh,100) GT), 0, kmh) IF

For values abee the speed limit:
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Check if kmh is greater than 100 ( k mh,100) GT
If so, return kmh, else return 0 ((( kmh,100) GT ), kmh, 0) IF

Graphics Magic
| like to kelieve there are virtually no limits to RoRRDtool graph can manipulate data. | will napkin
how it works, but look at the followingNG:

rrdtool graph speed4.png \
——start 920804400 ——end 920808000 \
——vertical-label km/h \
DEF:myspeed=test.rrd:speed:AVERAGE \
CDEF:nonans=myspeed,UN,0,myspeed,|F \
CDEF:kmh=nonans,3600,* \
CDEF:fast=kmh,100,GT,100,0,IF \
CDEF:over=kmh,100,GT,kmh,100,-,0,IF \
CDEF:good=kmh,100,GT,0,kmh,IF \
HRULE:100#0000FF:"Maximum allowed" \
AREA:good#00FF00:"Good speed" \
AREA:fast#550000:"Too fast" \
STACK:over#FF0000:"Over speed"

Remember the note in thediening? lhad to remee wnknown data from this example. The 'nonans’
CDEFis new, and the 6th line (which used to be the 5th line) used to read 'CDEF:kmh=myspeed,3600,*

Let's aeate a quick and dirtyTML page to viev the three PNGs:

<HTML><HEAD><TITLE>Speed</TITLE></HEAD><BODY>
<IMG src="speed2.png" alt="Speed in meters per second">
<BR>

<IMG src="speed3.png" alt="Speed in kilometers per hour">
<BR>

<IMG src="speed4.png" alt="Traveled too fast?">
</BODY></HTML>

Name the file “speed.htmlor similar, and look at it in your web browser.

Now, dl you have o do is neasure the values regularly and update the databdlksen you want to vig
the data, recreate the PNGs and enake to refresh them in your hwser (Note: just clicking reload may
not be enough, especially when proxies avelired. Ty shift-reload or ctrl-F5).

Updates in Reality
We've already used theupdate command: it took one or more parameters in the form of
“ <time>:<value>" You'll be glad to knas that you can specify the current time by filling irfl\ * as the
time. Oryou could use the “timéfunction in Perl (the shortest example in this tutorial):

perl —e 'print time, "\n""
How to run a program on regular intervalsds specific. But here is an example in pseudo code:

— Get the value and put it in variable "$speed"
— r rdtool update speed.rrd N:$speed

(do not try this with our test database, we’ll use it in further examples)

This is all. Run the alve <ript every five minutes. When you need to kmavhat the graphs look like, run
the examples alve. You could put them in a script as well. After running that scripty \tiee page
index.html we created abe

Some words orsSNMP
| can imagine very f& people that will be able to get real data from their earyefive mnutes. All other
people will hae o sttle for some other kind of count&fou could measure the number of pages printed
by a printeyfor example, the cups of coffee made by the coffee machine, a device that counts the electricity
used, whateer. Any incrementing counter can be monitored and graphed using thgatuéarned soafr.
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Later on we will also be able to monitor other types of valuesdikperature.

Many people interested in RRDtool will use the counter thegs track of octets (bytes) transferred by a
network device. So let’do ust that next. & will start with a description of hato collect data.

Some people will maka emark that there are tools which can do this data collection for yoy.arbe
right! However, | feel it is important that you understand ythege not necessaryWhen you hae
determine wk things went wrong you need to kmdow they work.

One tool used in the example has been talked about very briefly in the beginning of this document, it is
calledSNMP. 1t is a way of talking to netarked equipment. The tool | use belds called ‘snmpget’ and
this is hav it works:

snmpget device password OID
or
snmpget —v|[version] —c[password] device OID

For device you substitute the name, or the address, of your dé&e. For password you use the
“community read string’as it is called in theSNMP world. For some devices the default gbublic”
might work, hevever this can be disabled, altered or protected forapyi and security reasons. Read the
documentation that comes with your device or program.

Then there is this parametealled OID, which means “object identifier”.

When you start to learn aboBNMP it looks very confusing. It ish'al that difficult when you look at the
Management Information BaseMiB” ). It is an upside-down tree that describes data, with a single node
as the root and from there a number of branchégse branches end up in another node, hench out,

etc. All the branches wva a rame and theform the path that we folw al the way devn. Thebranches

that we follav are named: iso, org, dod, internet, mgmt and mib—2. These names can also be wwritten do
asnumbersandare 136121,

iso.org.dod.internet.mgmt.mib-2 (1.3.6.1.2.1)

There is a lot of confusion about the leading dot that some programs use. There is *no* leading dot in an
OID. However, some programs can use the @bqart of OIDs as a dafilt. To indicate the dference
between abbkéated OIDs and full OIDs theneed a leading dot when you specify the complate.

Often those programs will lea aut the default portion when returning the data to y@a.make things

worse, thg haveseveral default prefixes ...

Ok, lets continue to the start of oQrD: we had 1.3.6.1.2.1 From there, we are especially interested in the
branch “interfaceswhich has number 2 (e.g., 1.3.6.1.2.1.2 or 1.3.6.1.2.1.interfaces).

First, we hae b get someSNMP program. First look if there is a pre-compiled packagiable for your
OS. This is the preferred ay. If not, you will have 1o get the sources yourself and compile thoSee
Internet is full of sources, programs etc. Find information using a search engine arenwateprefer.

Assume you got the program. First try to collect some data thasilakde on most systems. Remember:
there is a short name for the part of the tree that interests us most in the wovikd inle li

| will give an example which can be used on Fedora Core 3. If it doesrk for you, work your \ay
through the manual of snmp and adapt the example te inakrk.

snmpget —v2c¢ —c public myrouter system.sysDescr.0

The device should answer with a description of itself, perhaps an empty one. Until yowatidtaanswer
from a device, perhaps using a different “password”, or a different device, there is no point in continuing.

snmpget —v2c¢ —c public myrouter interfaces.ifNumber.0

Hopefully you get a number as a result, the number of atest Ifso, you can carry on and try afdient
program called “snmpwalk”.

snmpwalk —v2c —c public myrouter interfaces.ifTable.ifEntry.ifDescr
If it returns with a list of interfaces, you're almost there. Heagl ample:
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[user@host /home/alex]$ snmpwalk —v2c —c public cisco 2.2.1.2

interfaces.ifTable.ifEntry.ifDescr.1 = "BRIO: B-Channel 1"
interfaces.ifTable.ifEntry.ifDescr.2 = "BRIO: B-Channel 2"
interfaces.ifTable.ifEntry.ifDescr.3 = "BRIO" Hex: 42 52 49 30
interfaces.ifTable.ifEntry.ifDescr.4 = "Ethernet0"
interfaces.ifTable.ifEntry.ifDescr.5 = "Loopback0"

On this cisco equipment, | would &ko nonitor the ‘EthernetQ’ i nterface and from the akie autput | see
that it is number fout try:

[user@host /home/alex]$ snmpget —v2c —c public cisco 2.2.1.10.4 2.2.1.16.4

interfaces.ifTable.ifEntry.ifInOctets.4 = 2290729126
interfaces.ifTable.ifEntry.ifOutOctets.4 = 1256486519

So nav | havetwo OIDs to monitor and theare (in full, this time):
1.3.6.1.2.1.2.2.1.10

and
1.3.6.1.2.1.2.2.1.16

both with an interface number of 4.

Don't get fooled, this vasnt my first try. It took some time for me too to understand what all these numbers
mean. It does help a lot when yhget translated into descripé text... At least, when people are talking
about MIBs and OIDs you kmowhat it's dl about. Do not forget the interface number (O if it is not
interface dependent) and try snmpwalk if you tiget an answer from snmpget.

If you understand the abe sction and get numbers from your device, continue on with this tutorial. If not,
then go back and re-read this part.

A Real World Example
Let the fun begin. First, create anndatabase. It contains data fromoteounters, called input and output.
The data is put into aralés that average it. Thg take 1, 6, 24 or 88 samples at a timél'hey also go into
archives that keep the maximum numbers. This will be explained later on. The time in-between samples is
300 seconds, a good starting point, which is the sameeasifiutes.

1 sample "averaged" stays 1 period of 5 minutes

6 samples averaged become one average on 30 minutes
24 samples averaged become one average on 2 hours
288 samples averaged become one average on 1 day

Lets try to be compatible witiRTG which stores about the following amount of data:

600 5—minute samples: 2 days and 2 hours
600 30—minute samples: 12.5 days

600 2—-hour samples: 50 days

732 1-day samples: 732 days

These ranges are appended, so the total amount of data stored in the database is approximately 797 days.
RRDtool stores the data fiifently it doesnt start the ‘weekly” archive where the ‘daily’’ archive

stopped. For both archgs the most recent data will be nearow” and therefore we will need toekp

more data thamMRTG does!

We will need:

600 samples of 5 minutes (2 days and 2 hours)
700 samples of 30 minutes (2 days and 2 hours, plus 12.5 days)

775 samples of 2 hours (above + 50 days)
797 samples of 1 day (above + 732 days, rounded up to 797)
rrdtool create myrouter.rrd \
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DS:input: COUNTER:600:U:U \
DS:output: COUNTER:600:U:U \
RRA:AVERAGE:0.5:1:600 \
RRA:AVERAGE:0.5:6:700 \
RRA:AVERAGE:0.5:24:775 \
RRA:AVERAGE:0.5:288:797 \
RRA:MAX:0.5:1:600 \
RRA:MAX:0.5:6:700 \
RRA:MAX:0.5:24:775 \
RRA:MAX:0.5:288:797

Next thing to do is to collect data and store it. Here isxamgple. Itis written partially in pseudo code,
you will have o find out what to do exactly on yo0sto male it work.

while not the end of the universe
do
get result of
snmpget router community 2.2.1.10.4
into variable $in
get result of
snmpget router community 2.2.1.16.4
into variable $out

rrdtool update myrouter.rrd N:$in:$out

wait for 5 minutes
done

Then, after collecting data for a daiy to create an image using:

rrdtool graph myrouter—day.png ——start —86400 \
DEF:inoctets=myrouter.rrd:input: AVERAGE \
DEF:outoctets=myrouter.rrd:output: AVERAGE \
AREA:inoctets#00FFO00:"In traffic" \
LINE1:outoctets#0000FF:"Out traffic"

This should produce a picture with one day worth offittafOneday is 24 hours of 60 minutes of 60
seconds: 24*60*60=86400, we start atimnminus 86400 seconds. &\tefine (with DEFs) inoctets and
outoctets as theverage alues from the database myrouter.rrd andvdaa aea for the‘in’’ traffic and a
line for the “out’ traffic.

View the image and keep logging data for & faore days. If you like, you could try the examples from
the test database and see if you can get various options and calculations to work.

Suggestion: Display in bytes per second and in bits per seconeé. tMakthernet graphics go red if yhe
are wver four meyabits per second.

Consolidation Functions
A few paragraphs back | mentioned the possibility eping the maximum values instead of therage
values. Lets go nto this a bit more.

Recall all the stdfabout the speed of the c@uppose we dne & 144 km/h during 5 minutes and then
were stopped by the police for 25 minuted. the end of the lecture we would &kur laptop and create
and viev the image ta&n from the database. If we look at the sedeRd we did create, we would ha
the aerage from 6 samples. The samples measuredidvbe 144+0+0+0+0+0=144, divided by 30
minutes, corrected for the error by 1000, translated into km/h, with a result of 24 lkwdlnld still get a
ticket but not for speeding anymore :)

Obviously in this case we shouldnlook at the @erages. In some cases yhare handy If you want to
know how mary km you had traeled, the aeraged picture would be the right one to look at. On the other
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hand, for the speed that weveled at, the maximum numbers seen is much more interesting. Later we will
see more types.

It is the same for data. If youant to knav the amount, look at theverages. If you want to kmothe rate,
look at the maximumOver time, thg will grow apart more and more. In the last database we braated,
there are tw archives that keep data per dajhe archie that keepsaerages will sha low numbers, the
archive that shows maxima will ve higher numbers.

For my car this would translate inverages per day of 96/24=4 km/h (as M8laabout 94 kilometers on a
day) during working days, and maxima of 120 km/h (my top speed that | neagtday).

Big difference. Do not look at the second graph to estimate the distances thataniiado not look at the
first graph to estimate my speed. This wilbr if the samples are close togethas hey are in five
minutes, but not if youverage.

On some days, | go for a long ride. If | go across Europe ave tox 12 hours, the first graph will rise to
about 60 km/h. The second one will sht80 km/h. This means that | tded a distance of 60 km/h times
24 h = 1440 km. | did this with a higher speed and a maximum around 180 kmi/bverat probably
doesnt mean that | treeled for 8 hours at a constant speed of 180 km/h!

This is a real example: go with thelahrough Germay (fast!) and stop a fe times for gas and cfafe.
Drive dowly through Austria and the Netherlands. Be careful in the mountains and villages. bytii w
look at the graphs created from the five-minuterages you wuld get a totally different picture.od
would see the same values on thkerage and maximum graphs (provided | measuvedye300 seconds).
You would be able to see when | stopped, when | was in topwkan | drave ove fast highways etc. The
granularity of the data is much highep you can see more. Maver, this takes 12 samples per hoar
288 values per dayo it would be a lot of dataver a longer period of time. Therefore weesage it,
evantually to one value per dalyrom this one value, we cannot see much detail, of course.

Make aure you understand the lastvfparagraphs. There is no value in only a line andveatés, you need
to knov what they mean and interpret the data in an appropriate Waig is true for all data.

The biggest mistakyou can mak is to tse the collected data for something that it is not suitableyéor
would be better dfif y ou didnt havethe graph at all.

Let's review what you nav should know

You know how to create a database and can put data in it. You can get the numbersinityagreating an
image, do math on the data from the database andthéresult instead of thewadata. You knav about
the difference betweerverages and maximum, and when to use which (or at least you shaddrha
idea).

RRDtool can do more than what wevadearned up to nva. Before you continue with the rest of this doc, |
recommend that you reread from the start and try some modifications owitheles. Mak sure you fully
understand werything. It will be worth the effort and helps you not only with the rest of this tutorigl, b
also in your day to day monitoring long after you read this introduction.

Data Source Types

152

All right, you feel like continuing. Welcome back and get ready for an increased speed in the examples and
explanations.

You know that in order to vie a munter @er time, you hae  take two numbers and divide the €&frence

of them between the time lapsed. This makes sense for the exames ylog but there are other
possibilities. Br instance, I'm able to retsie the temperature from my router in three places namely the
inlet, the so called hot-spot and théhaust. Thesealues are not counters. If | takhe diference of the

two samples and dide that by 300 seconds | would be asking for the temperature change per second.
Hopefully this is zero! If not, the computer room is probably on fire :)

So, what can we doWe @an tell RRDtool to store the values we measure directly gsatke(this is not
entirely true but close enough). The graphs weawak look much betterthey will show a rather constant
value. | knav when the router is busy (it works —> it uses more electricity —> it generates more heat —> the
temperature rises). | kmowhen the doors are left open (the room is air conditioned) —> dinea &ir from

the rest of the tilding flows into the computer room —> the inlet temperature rises). Etc. The data type we
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use when creating the database before was cowdanw havea dfferent data type and thus afdient
name for it. It is calleAUGE. There are more such data types:

— COUNTER  we already know this one
- GAUGE we just learned this one
- DERIVE

- ABSOLUTE

The two additional types areDERIVE and ABSOLUTE. Absolute can be used ékoounter with one
difference: RRDtool assumes the counter is reset whemedd. That is: its delta is known without
calculation by RRDtool whereas RRDtool needs to calculate it for the counter type. Example: our first
example (12345, 12357, 12363, 12363) would read: unknown, 12, 6, 0. The rest of the calculations stay the
same. Thether one, deve, is like counter Unlike munter it can also decrease so it carvéa regdive

delta. Again, the rest of the calculations stay the same.

Let's try them all:

rrdtool create all.rrd ——start 978300900 \
DS:a:COUNTER:600:U:U \
DS:b:GAUGE:600:U:U \
DS:c:DERIVE:600:U:U \
DS:d:ABSOLUTE:600:U:U \
RRA:AVERAGE:0.5:1:10

rrdtool update all.rrd \
978301200:300:1:600:300 \
978301500:600:3:1200:600 \
978301800:900:5:1800:900 \
978302100:1200:3:2400:1200 \
978302400:1500:1:2400:1500 \
978302700:1800:2:1800:1800 \
978303000:2100:4:0:2100 \
978303300:2400:6:600:2400 \
978303600:2700:4:600:2700 \
978303900:3000:2:1200:3000

rrdtool graph alll.png —s 978300600 —e 978304200 —h 400 \
DEF:linea=all.rrd:a:AVERAGE LINE3:linea#FF0000:"Line A" \
DEF:lineb=all.rrd:b:AVERAGE LINE3:lineb#00FF00:"Line B" \
DEF:linec=all.rrd:c:AVERAGE LINES:linec#0000FF:"Line C"\
DEF:lined=all.rrd:d:AVERAGE LINE3:lined#000000:"Line D"

RRDtool under the Microscope
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e Line A is a COUNTER type, so it should continuously increment and RRDtool must calculate the
differences. Also, RRDtool needs to divide the difference by the amount of time lapsed. This should end
up as a straight line at 1 (the deltas are 300, the time is 300).

 Line B is of typeGAUGE. These are “realvalues so theshould match what we put in: a sort of awe

» Line C is of typeDERIVE. It should be a counter that can decrease. It does so between 2400 and 0, with
1800 in-between.

e Line D is of typeABSOLUTE. This is like cmunter lut it works on values without calculating the
difference. The numbers are the same and as you can see (hopefully) this has a different result.

This translates in the folldng values, starting at 23:10 and ending at 00:10 the next day (where
means unknown/unplotted):

- Line A: u u 1l 1 1 1 1 1 1 1 1 u
- Line B: u 1 3 5 3 1 2 4 6 4 2 u
- Line C: u u 2 2 2 0 -2-6 2 0 2 u
- Line D: u 1 2 3 4 5 6 7 8 9 10 u
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If your PNG shaws all this, you knev you hare entered the data correctlthe RRDtool ®ecutable is
working properly your viewer doesifool you, and you successfully entered the year 2000 :)

You ocould try the same example four times, each time with only one of the lines.
Let's go wver the data again:

* Line A: 300,600,900 and so on. The counter delta is a constant 300 and so is the time delta. A number
divided by itself is aliays 1 (except when dividing by zero which is undefinedyile

Why is it that the first point is unknown?éMlo know what we put into the database, right@d, But we
didn’t havea value to calculate the delta from, so we ddm'ow where we started. It would be wrong to
assume we started at zero so we don't!

 Line B: There is nothing to calculate. The numbers are gsathe

e Line C: Again, the start-out value is unkwo The same story is holds as for line A. In this case the
deltas are not constant, therefore the line is not eith@e would put the same numbers in the database
as we did for line A, we would kia gotten the same line. Unkklype counterthis type can decrease and
| hope to shar you later on wii this makes a difference.

» Line D: Here the device calculates the deltas. Therefore@ienow the first delta and it is plotted.aV
had the same input as with line A, but the meaning of this inputféseatit and thus the line is iifent.
In this case the deltas increase each time with 300. The time delta stays at a constant 300 and therefore
the division of the tw gives increasing values.

Counter Wraps

152

There are a f@ more basics to slhho Some important options are still to bevered and we haen’t look at
counter wraps yet. First the counter wrap: In our car we notice that the counter shows 9%98&/& 20

km and the counter should go to 1000007. Unfortunatedye are only six digits on our counter so it really
shavs 000007. If we would plot that on a typERIVE, it would mean that the counter was set back
999980 km. It vasnt, and there has to be some protection for this. This protection is\aigbte for type
COUNTERwWhich should be used for this kind of counteyways. Hav does it work? Type counter should
never decrease and therefore RRDtool must assume it wrapped if it does decrease! If the dgdtevés ne
this can be compensated for by adding the maximum value of the counter + 1. For our car this would be:

Delta = 7 — 999987 = —999980 (instead of 1000007-999987=20)

Real delta = -999980 + 999999 + 1 = 20

At the time of writing this document, RRDtool kme of counters that are either 32 bits or 64 bits of size.
These counters can handle the following different values:

- 32 bits: 0 .. 4294967295
- 64 bits: 0.. 18446744073709551615

If these numbers look strange to you, you caw¥feem in their hexadecimal form:

- 32 bits: 0 .. FFEFFFFF
- 64 bits: 0 ... FFFFFFFFFFFFFFFF

RRDtool handles both counters the same. Ifaflow occurs and the deltaould be ngaive, RRDtool
first adds the maximum of a small counter + 1 to the delta. If the delta is g#iivegit had to be the lge
counter that wrapped. Add the maximum possitddues of the large counter + 1 and subtract the
erroneously added small value.

There is a risk in this: suppose the large counter wrapped while adding a huge delta, it could happen,
theoretically that adding the smaller value would reake delta positie. In this unlikely case the results

would not be correct. The increase should be nearly as high as the maximum calugefor that to
happen, so chances are you wouldehgveaal other problems as well and this particular probleould

not even be worth thinking about. Even though, | did include an example, so you can judge for yourself.

The next section gés you some numerical examples for coumeaps. Ty to do the calculations yourself
or just belige e if your calculator camhandle the numbers :)
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Correction numbers:

- 32 hits: (4294967295 + 1) = 4294967296
- 64 bits: (18446744073709551615 + 1)
— correctionl = 18446744069414584320

Before: 4294967200

Increase: 100

Should become: 4294967300

But really is: 4

Delta: -4294967196

Correctionl: -4294967196 + 4294967296 = 100
Before: 18446744073709551000
Increase: 800
Should become: 18446744073709551800

But really is: 184
Delta: —-18446744073709550816

Correctionl: -18446744073709550816
+ 4294967296 = -18446744069414583520
Correction2: -18446744069414583520
+ 18446744069414584320 = 800

Before: 18446744073709551615 ( maximum value )

Increase: 18446744069414584320 ( a bsurd increase, minimum for
Should become: 36893488143124135935 this example to work )
But really is: 18446744069414584319

Delta: —4294967296

Correctionl: -4294967296 + 4294967296 =0

(not negative —> no correction2)

Before: 18446744073709551615 ( maximum value )

Increase: 18446744069414584319 ( o ne lessincrease )

Should become: 36893488143124135934

But really is: 18446744069414584318

Delta: -4294967297

Correctionl: -4294967297 + 4294967296 = -1

Correction2: -1 + 18446744069414584320 = 18446744069414584319

As you can see from the lastdvexamples, you need strange numbers for RRDtoohilo(ffrovided its
bug free of course), so this should not happenvéyer, SNMP or whateer method you choose to collect
the data, might also report wrong numbers occasionsiy can't prevent all errors, but there are some
things we can do. The RRDtodtreate’ command takes tavspecial parameters for this. Thdefine the
minimum and maximum aleed values. Until ne, we used ‘U’’, meaning ‘unknown’. If you provide
values for one or both of them and if RRDtool reesidata points that are outside these limits, it will
ignore those values. For a thermometer igreles Celsius, the absolute minimum is just under —-2313. F
my router | can assume this minimum is much higher soould set it to 10, where as the maximum
temperature | would set to 80. YAhigher and the device would be out of order.

For the speed of my carwould never expect ngative rumbers and also | would not expect a spbagher
than 230. Anything else, and there mustehieen an errorRemember: the opposite is not true, if the
numbers pass this check, it doésnéan that thgare correct. Alvays judge the graph with a heajtbose

of suspicion if it seems weird to you.

Data Resampling
One important feature of RRDtool has not beeplaned yet: it is virtually impossible to collect data and
feed it into RRDtool on exact intervals. RRDtool therefore interpolates the datay soetlstored onyaact
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intervals. If you do not kn@ what this means or hoit works, then herg’'the help you seek:

Suppose a counter increases by exactly one Vel esecond. You want to measure it in 300 seconds
intervals. You should retriee values that are exactly 300 apartwdger, due to various circumstances you

are a fev seconds late and the interval is 303. The delta will also be 303 in that caseushb RRDtool

should not put 303 in the database andenaki believe that the counter increased by 303 in 300 seconds.

This is where RRDtool interpolates: it alters the 303 value as if it would leeen stored earlier and it will

be 300 in 300 second$lext time you are at exactly the right time. This means that the current interval is
297 seconds and also the counter increased by 297. Again, RRDtool interpolates and stores 300 as it should

be.
in the RRD in reality
time+000: O delta="U" time+000: 0 delta="U"
time+300: 300 delta=300 time+300: 300 delta=300
time+600: 600 delta=300 time+603: 603 delta=303
time+900: 900 delta=300 time+900: 900 delta=297

Let's aeate two identical databasesv€ chosen the time range 920805000 to 920805900 as this goes v
well with the example numbers.

rrdtool create secondsl.rrd \
——start 920804700 \
DS:seconds:COUNTER:600:U:U \
RRA:AVERAGE:0.5:1:24

Make a ®@py

for Unix: cp secondsl.rrd seconds2.rrd
for Dos: copy secondsl.rrd seconds2.rrd
for vms:  how would | know :)

Put in some data

rrdtool update secondsl.rrd \

920805000:000 920805300:300 920805600:600 920805900:900
rrdtool update seconds2.rrd \

920805000:000 920805300:300 920805603:603 920805900:900

Create output

rrdtool graph secondsl.png \
——start 920804700 ——end 920806200 \
——height 200 \
——upper-limit 1.05 ——lower-limit 0.95 —-rigid \
DEF:seconds=secondsl.rrd:seconds:AVERAGE \
CDEF:unknown=seconds,UN \
LINE2:seconds#0000FF \
AREA:unknown#FF0000

rrdtool graph seconds2.png \
——start 920804700 ——end 920806200 \
——height 200 \
——upper-limit 1.05 ——lower-limit 0.95 —-rigid \
DEF:seconds=seconds2.rrd:seconds:AVERAGE \
CDEF:unknown=seconds,UN \
LINE2:seconds#0000FF \
AREA:unknown#FF0000

View hoth images together (add them to your index.html file) and compare. Both graphs shautdesho
same, despite the input being different.
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WRAPUP
It's ime nav to wrap up this tutorial. \& covered all the basics for you to be able to work with RRDtool
and to read the additional documentatiomilable. There is plenty more to dis@ about RRDtool and
you will find more and more uses for this packagaeu ¥an easily create graphs using just tkergles
provided and using only RRDtool. You can also use one of the front ends to RRDtool tivail@éea

MAILINGLIST
Remember to subscribe to the RRDtool mailing liserkif you are not answering to mails that comgitby
helps both you and the rest of the users. A lot of thé @taf | knav about MRTG (and therefore about
RRDtool) I've learned while just reading the list without posting to it. | did not need to ask the basic
guestions as tlyeare answered in theAQ (read it!) and in various mails by other users. With thousands of
users all ger the world, there will alvays be people who ask questions that you can answer because you
read this and other documentation ang tfidn’t.

SEE ALSO
The RRDtool manpages

AUTHOR
| hope you enjoyed the examples and their descriptions. If you do, help other people by pointing them to
this document when thieare asking basic questions. Fhwill not only get their answers, but at the same
time learn a whole lot more.

Alex van den Bogaerdt <alex@vandenbogaerdt.nl>
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