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About This Document

This document describe how to use a Nessus Server via the GIK#NessusClient”.
This may not cover the whole functionality of the Nessus 8enor does it claim
to be complete. However, the text should be up-to-date afeiisréo the upcoming
NessusClient 1.2 release.

1 General Overview

The “Nessus” Project provides powerful, up-to-date ang/ ¢asise remote security
scanner as Free Software under GNU General Public Licensi& (GPL). Nessus
will allow you to audit remotely a given network and determimhether bad guys (aka
‘crackers’) may break into it, or misuse it in some way.

Intelligent Scanning Unlike many other security scanners, Nessus does not tgke an
thing for granted. That is, it will not consider that a givemmsce is running on a fixed
port - that is, if you run your web server on port 1234, Nessillsdetect it and test
its security. It will also not determine a security vulndli#pis present by just re-
garding the version number of the remote service, but walllyeattempt to exploit the
vulnerability.

Modular Architecture  The client/server arquitecture allows you flexibility tqodiey
the scanner (server) and the GUI (client) in multiple configions reducing manage-
ment costs (one server can be used by multiple clients) Sdher éeatures of the
Nessus Security Scanner are:



CVE compatible Each plugin links to CVE for administrators to retrieve het in-
formation on published vulnerabilities. They also inclsdeferences t€ERT, Bug-
traq, and vendor security alerts.

Plug-in architecture Each security test is written as an external plugin. This,way
you can easily add your own tests without having to read thde aaf the Nessus
Server enginmessusd. The complete list of the Nessus plugins is available at
http://cgi.nessus.org/plugins.

NASL The Nessus Security Scanner includes NASL, (Nessus Attacgtihg Lan-
guage) a language designed to write security test easilyaio#tly. (security checks
can also be written in C)

Up-to-date security vulnerability database We mostly focus on the development of
security checks for recent security holes. Our securitgkfeatabase is updated on a

daily basis, and all the newest security checks are availtittp://www.nessus.org/scripts.php
and on the FTP servers and mirrors.

Can test an unlimited amount of hosts at the same time Depending of the power
of the station you run the Nessus Server onto, you can testéwar forty hosts at the
same time.

Smart service recognition Nessus does not believe that the target hosts will respect
the IANA assigned port numbers. This means that it will retag a FTP server run-
ning on a non-standard port (31337 say), or a web servermgram port 8080.

Multiples services Imagine that you run two web servers (or more) on your host,
one on port 80 and another on port 8080. When it will come ttrtgsheir security,
Nessus will test both of them.

Tests cooperation The security tests performed by Nessus cooperate so thahgot
useless is made. If your FTP server does not offer anonynogirsd, then anonymous-
related security checks will not be performed.

Complete reports Nessus will not only tell you what's wrong on your networkt bu
will, most of the time, tell you how to prevent crackers froxpmiting the security
holes found and will give you the risk level of each problemrid (from Low to Very
High)

Exportable reports The Unix client can export Nessus reports as XML, HTML, text,
IATEX, PDF and an easy-to-parse file format.



Full SSL support Nessus has the ability to test SSLized services such as sittyss,
imaps, and more. You can even supply Nessus with a certiodteat it can integrates
into a PKI-fied environement.

Smart plugins (optional) Nessus will determine which plugins should or should not
be launched against the remote host (for instance, thigptsthe testing of Sendmail
vulnerabilities against Postfix). This option is called tiopzations".

Non-destructive (optional) If you don’t want to take the risk to bring down services
on your network, you can enable the "safe checks" option aNg which will make
Nessus rely on banners rather than exploiting real flawsterahne if a vulnerability

is present.

Independent developers The Nessus developers are independent from the rest of
the world, so we will not hide a security vulnerability in theogram XYZ because we
have a contract with them.

Easy-to-reach developers You feel that there is a missing feature? Just contact
ushttp://www.nessus.org/contact/ or use the Nessusngdibts. We reply and im-
plement what makes sense.

Open bug tracking system. Found a bug? Report it here: http://bugs.nessus.org.

Huge number of tests There are more than 7000 nessus tests (and constantly grow-
ing!) which are divided into 23 different families:

e Backdoors

e CGl abuses

e CISCO

e Denial of Service

e Finger abuses

e Firewalls

e FTP

e Gain a shell remotely

e Gain root remotely

e General

e Misc.

o Netware



e NIS

e Port scanners

e Remote file access
e RPC

e Settings

e SMTP problems

e SNMP

e Untested

e Useless services

e Windows

2 Installation

Note that only the source is what the Nessus developer teamaily tests in depth.
Binary installation packages are likely to be availablerfarst standard operating sys-
tems but not necessarily be tested by the Nessus developeaemt

Operating systems not listed here may offer well-maintjmeckages as well.

2.1 From Source

The usual way of installing from scratch is to get a currenS®napshot or a source
tar-ball of the module “NessusClient” and perform the userjuence “./configure ;

make ; make install”. Please also as usual read the files aimialiation and configu-

ration options in the packages first.

2.2 Debian GNU/Linux

Please refer to the Debian documentation on how to installdsird Debian packages.
Debian actively support Nessus packages.

2.2.1 Debian “Woody” 3.0

The official version of Nessus for Woody is 1.0.10. This is dydutdated, you should
neither use Nessus Server nor Client as shipped with Woody!

The build- and run-dependencies of NessusClient are ceatser so that you do
not need to backport any other package for backporting Nd€3dmnt. Thus it might
work to create a so-called “backport” for Woody from a newebian source package
of NessusClient.



2.2.2 Debian “Sarge” 3.1

The official version of Nessus for Sarge is 2.2.3. Nessusa€Cisecompatible with this
Nessus Server, but it is recommended to update the Nessusr $@get the newest
bug-fixes.

The build- and run-dependencies of NessusClient are ceatsey so that you do
not need to backport any other package for backporting Nd€dmnt. Thus it might
work to create a so-called “backport” for Sarge from a newebiin source package
of NessusClient.

2.2.3 Debian “Etch”

At time of writing, Etch is the current Testing version of D&t and thus in flux. At
least Nessus 2.2.7 is included. It is expected that Nesmrg@lackages will appear,
once NessusClient is released.

2.3 RedHat Linux

In the download section of www.nessus.org you might also RfeM packages for
RedHat and Fedora, created by Tenable Network Security.

2.3.1 FedoraCore4 and5

This distribution actively maintains Nessus as extra pgekaln case you need a newer
version than shipped, you may find backports. Backports felackages maybe
found via rpmfind.net or similar services. At time of writingessusClient is not yet
officially part of Fedora or Fedora extras.

The build- and run-dependencies of NessusClient are ceatsey so that you do
not need to backport any other package for backporting N€imnt. It might even
work to install newer packages directly.

2.4 SUSE Linux

In the download section of www.nessus.org you might also RfRM packages for
SUSE, created by Tenable Network Security.

2.4.1 SUSE Linux 9.2

Nessus is part of this distribution with the latest 2.0 regedt is highly recommended
you update Nessus Server to latest 2.2 release. Backpof®Pld packages maybe
found via rpmfind.net or similar services.

For NessusClient there is currently no official package 1088.

The build- and run-dependencies of NessusClient are ceatsey so that you do
not need to backport any other package for backporting N€imnt. It might even
work to install newer packages directly.



2.5 MS Windows
2.5.1 Windows XP SP2

For Windows a regular setup package is available for NedmrgCusually called
NessusClientN.N.N-setup-LL.exe. Either execute it directly or use this in the Windows
Manager for Software. This is also the tool where you canyeard cleanly deinstall
NessusClient again. N.N.N defines the version of Nessus,1e0g0. LL defines the
language where “en” means english, “de” german and “sv” sstedersion.

2.6 Migrating Nessus GTK Client from version 2.2

NessusClient has a new way to store session data locallya®upo the GTK client
that was included in Nessus 2.2. In fact, the whole concefatsifs, scopes and reports
is new since then.

The main difference is that Nessus GTK Clients upto 2.2 amrsa single file
“.nessusrc” in the users home directory. The newer versisaesa directory structure
with the main directory “.nessus” in the users home dirgctor

Nonetheless, there will be no conflict when running the nergiva because the
new version uses the .nessusrc file as the reference fordbalgletting (see below).
In other words, the configuration of your Nessus GTK Clier2 ®ill be the default
configuration for NessusClient.

It is even possible to run a Nessus GTK Client 2.2 after a ne@esion has been
launched. Version 2.2 will simply use the same file “.nessughe new version uses
for the global settings.

3 The First Report

This section is intended to lead a novice user quickly thihoaufjrst security scan with
Nessus. After a successful first scan it is recommended teprbwith the chapter on
the general usage of NessusClient.

3.1 Invoking NessusClient

On any unixoid system you can simply type “NessusClient” topenmand shell. Of
course you should have X running.

For Debian GNU/Linux, SUSE Linux, ReadHat/Fedora and MSdbims you will
additionally find a menu entry for NessusClient if installgith one of the above ex-
plained install packages.

3.2 The Nessus Scan Assistant

If you are new to Nessus and NessusClient you may want to @sél#ssus Scan
Assistant to perform you first scan. The intention of thissaaat is summarize the
core parameters you need to enter for a scan and to be sddfrexqry.



However,you should notethat the scan performed through the Assistant will be
based on the explicitely saved global settings. If you hawtched on some dangerous
options already in the global settings, these will be irtleelti

4 General Usage of NessusClient

This section is intended to explain all general elementsaxfddsClient and how to use
it in a standard way. A later chapter will then address moeeifig features suitable
for advanced users.

4.1 The Main Window

The main window of NessusClient is separated into two maotisns: On the left-
hand side the treelist with an overview of the locally stoi@sks, scopes and reports.
On the right-hand side there is a notebook with pages for centsn options and re-
ports. That is the place where a security scan is to be coefijugommented upon and
the result reviewed.
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At the first start of NessusClient, you will see only one eniryhe list: Global
Settings. These settings are defaults coming with NesmraCTrhey are not covering
a specific selection of plugins since a connection to a NeSsuger is required for
that. You can establish a connection with a server and gptwifglobal defaults for
a plugin selection. You should then save your preferredudisfaia menu item “Save
Global Settings” of menu “File”.



4.1.1 Tasks

Tasks are intended to cover all activities of a major topia. Ea task could be “Test
the maschines of our headquarter” or “Customer XYZ Inc.”.

A task can contain a comment that explains the task in moagldéiso any type
of additional info or reminder can be entered in the commesd,ge.g. when to run the
next series of scans or based on which contract the scansidogrped.

A task has neither options nor a report. It just contains alrmof scopes.

Possible operations for tasks are:

New Adds a new task entitled “unnamed”.

Rename Allows to edit the title right in the treelist either by cliclg on the title or
by selecting the corresponding menu item.

Remove This means the removal of all associated scopes and thusrttesal action
prompts for an additional confirmation.

4.1.2 Scopes

A scope can be seen as a sub-task. It defines a certain sesaaity The title should
indicate the scope of this scan, e.g. “Careful scan of webesgroduction system”,
“Aggressive scan of web server alpha test sytem” or “All Sworkstations”.

Comments can also be specified for each scope and may exXpasodpe in more
detail as well as contain any other helpful hint regardirgréspective scope.

The scope is associated with a full set of options for the rsigcscan. Creating
a new scope, the general preferences are copied. The sdansopte explained in
detail in a later chapter. However, for each scope a cormetdia Nessus Server can
be established. Has this been done, the actual selectitre @litgins being a part of
the options can be performed (a plug icon right-hand of tthe ithdicates the active
connection). The reason is that each Nessus Server mayircdstawn set of plugins
and thus with establishing a connection, NessusClienievets the list of available
plugins.

Next, a scope may contain a number of reports. Whenever & sspiccessfully
executed, the resulting report is added in its list of repoAlso, importing a report
from a file or from a Nessus Server will add the report to theentty selected scope.

Please note that changes to a scope are always and only stbesdexecuting
a scan. If you make changes to a scope like a new plugin smheatid leave Nes-
susClient without running a scan, these changes will beaditsd.

Possible operations for scopes are:

Execute The scope configuration is stored to disk and a security scaxeécuted
with the currently specified options issueing the curreatignected Nessus Server.
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New Adds a new scope entitled “unnamed” as part of the currepthcsed task. As
a default the global settings are copied. Note, that onl¥ieixgly saved global settings
are taken as defaults. If you changed them inside Nessug@lighout saving them,
they will have no effect.

Rename Allows to edit the title right in the treelist either by cliclg on the title or
by selecting the corresponding menu item.

Remove This means the removal of all associated reports and thustheval action
prompts for an additional confirmation.

Move to task It is possible to move a scope with all of its reports from omektto
another. This menu item has subitems which represent tleg tabks. Select one of
them and the scope will be moved.

Open You can load a scope file and add it to the current task withrttéau com-
mand. Note that here only the parameter sets are coveredbthienreports which
are represented by files of their own. So, opening and sagee ljelow) scopes is a
method to transfer you settings to someone else or to creagyeof the current scope
for yourself.

Save As Saves the current scope to a file (which is of nessusrc typate tHat only
the parameter sets are stored but not the reports. See digogedcription of “Open”
for more hints.

4.1.3 Reports

A report is the result of a security scan. It contains theltesi the executed plugins
associated with the corresponding subnet, host, port aradlise

Managed within NessusClient, additionally a comment ahayailable, the scan
options leading to the report, are stored. These additiof@imation are not contained
in the plain Nessus report files and thus get lost when beipgréad. This also means
that imported reports have no comments or scan optionsiassoc

Possible operations for reports are:

Remove Deletes the report and, if associated, its comments andraptiThe user is
prompted to confirm the removal.

Import  Allows to import a report from a file. The standard exchangentat is NBE
(files suffixed “.nbe”). Older releases of Nessus used thm@oNSR (files suffixed
“.nsr”). Itis recommended to use NBE format only. The fileestion dialog allows to
select the desired report file. A error hint will be displaykthe file format was not
NBE. Else, the report is added to the currently selectedeschigither comments nor
options will be there for a report imported from a NBE file.
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Export Allows to exportthe currently selected report either in-&im@ortable format
(NBE or the deprecated NSR) or in a format for further processr presentation
(XML, old deprecated XML, HTML, HTML with Pies and GraphsJiX, ASCII Text
and PDF). It is recommended to use NBE if re-importing is p&thand to use PDF
for creating simple report documents that need no furthitingd Use one of the other
if you want to further process the report or integrate it ipboir own document style.

Print  Selecting the Print command will issue the creation of a P&dort and run a
PDF Viewer installed on your system. A number of well-knowdFPViewers is tried.
If you think you have one installed but it still does not wopkease check whether the
executable file is covered by the search paths.

4.2 Authentication

NessusClient needs to connect to a Nessus Server in ordetrieve the available
plugins and to actually execute a security scan.

NessusClient can handle mutiple connections to differentess. Each scope has
a connection of its own. Additionally, the Global Settingsde connected to a Nes-
sus Server to define default plugin selections and plugiarpaters. Note that only
explicitly saved Global Settings are taken as defaults éov Scopes.

Hessus Server

Hostrame Fort
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Authentication

Login, Fassword

on

5L options

[# Use S5L encryption [~ Autientication by certiflcats

Trusted CA:

[someimathicascaert pem Select

User, Dartificats File

[ Geleot

User ey File

[ Gelert ..
EECR IR

The connection status is indicated with a icon in the taskgfss/reports treelist
next to the title of the global settings or a scope. Only seogr@ connected with
Nessus Server.

More information on the connection status is shown in theistar at the bottom
of the main window. There, the actual connection infornratodisplayed, ie. “Con-
nection: username@host.test.example”. At bottom rigatelis an icon indicating
whether the connection is encrypted or not, just like mogi r@wsers indicate this.

The connection dialog allows to specify the following dadadstablishing a con-
nection to a Nessus Server:

Host The domain name or IP of the server where a Nessus Servemsgin



Port The port where the Nessus Server waits for connections.r@essus Servers
used 3001, but the official port now is 1241. With the defaultdn you can always
return to this default quickly.

Login Your username at the selected host. To use a Nessus Serveay®to have
an account for the Nessus Server. The administrator of tiversghould create one for
you.

Password The password for your Nessus Server account. Don’t use the sae
you have for your other user accounts and especially if yau ese unencrypted con-
nections.

SSL Options

Use SSL encryption: For the authentication there are two basic methods, via
login/password combination or via certificate (with or vaith password). In any case
you should switch on SSL encryption to not have the passwardsterred as cleartext.
However, if you are in an evironment where you don'’t get SSweéwk, switching it
off is the work around to run Nessus at last.

Trusted CA: This certificate defines a certificate authority (CA) you triith
this certificate you will check that you are connecting toustied Nessus Server. This
is checked if you have the Paranoia Level setto 2 or 3, it i€hetked with a Paranoia
Level of 1. Note, that you can set the Paranoia Level by hardedmessusrc files or
when first connecting to a Nessus Server where you are askdidtlx

The default path for the Trusted CA is the filename used by #msNs Server itself.
Thus, if you are running Nessus Client on the same maschinawarthe same volume
mounted, you can just use the default.

If you are running Nessus Client from a more remote masclimeneed to have a
copy of the CA certificate and place it to some arbitrary placgur home directory.

Authentication by Certificate: If you use this method you have to have a key/certificate
pair created for you. This is usually done by the administraf Nessus Server using
the corresponding scripts. The administrator will give ybe two files you need to
specify (User Certificate File and User Key File). The adstiaitor may create a key
without a password or with a password. If you have a passwarthe User Key File
you must enter the password in the corresponding textentry.

4.3 Scan Options

This section explains the most important configurationapsifor a security scan.
More special option (access rules, knowledge base detadaed) are explained later
in the chapter on special features.
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4.3.1 General

This page covers all the general scan options. See the stiednr the main window
above.

Portrange Ports that will be scanned by Nessus Server. You can entgesports,
such as “1-8000” or more complex sets, such as “21,23,28;2028,6000". Put “-1”
for no portscan, or put “default” to scan the default portthe Nessus services file.

Consider unscanned ports as closed To save scanning time, you may ask Nessus
Server to declare TCP ports it did not scan as closed. Thisesgillt in an incomplete
audit but it will reduce scanning time and prevent Nessuse3drom sending packets
to ports you did not specify. If this option is disabled, tiéessus Server will consider
ports whose state it does not know as open.

Number of hosts to test at the same time Maximal number of hosts that the Nes-
sus Server will test at the same time. Be aware that the Ne&sugr will spawn
max_hosts max_checks processes!

Number of checks to perform at the same time Maximal number of security checks
that will be launched at the same time against each host. Beeatlat the Nessus
Server will spawn max_hosts x max_checks processes!

Path to CGls It is possible to check for the presence of CGls in multiplthpdike

“/cgi-bin”, “/cgis”, “/home-cgis” and so on. In that caseytpall your paths here sepa-
rated by colons. For instance: “/cgi-bin:/cgi-aws:/~dsva/cgi”.

Do a reverse lookup of the IP before testing it If this option is set, Nessus Server
will do a reverse lookup on the IP addresses before it testa tihis may slow down
the whole test.

Optimize the test Security tests may ask the Nessus Server to be launched if and
only if some information gathered by other test exist in thewledge base, or if and
only if a given port is open. This option speeds up the testytay make Nessus Server
miss some vulnerability. If you are paranoid, disable tipigan.

Safe checks Some security checks may harm the target server, by digpthiare-
mote service temporarily or until a reboot. If you enabls thption, Nessus Server will
rely on banners instead of actually performing a securigckh You will obtain a less
reliable report, but you will less likely disrupt the netlkarsers by doing a test. From a
security point of view, we recommend you disable this optierom a sysadmin point
of view, we recommand you enable it.
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Designate hosts by their MAC address If you enable this option, the hosts on the
local network will be designated by their ethernet MAC addrenstead of their IP
address. This is especially useful if you are using Nessus DHCP network. If
unsure, disable this option.

Port Scanner This is the list of available port scanners. Port scannersaapecial
category of plugins and therefore presented separatatytie other plugins. The list
is only filled if a connection to a Nessus Server has beenlédteld. You can switch on
one or more of the scanners. Clicking on an entry shows ttalslébr the respecitve
scanner plugin.

4.3.2 Plugins

The plugins are stored on the Nessus Server. Thus, to makectise of the plugins
to apply you need to connect to a server. Otherwise this pdfeemain empty.

i o — A
Fle View Task Scope Heport Help
= Scope: unnamad scopa (Task: unnamed task]
D ﬁ =& <El % Comments Optlcr'\s| j
Hame |L0w Medium | High %Gengral i el
Global Settings  [E[ @ Phare |
% unnamed task Mame Warriing IA(tiveI =
unnamed scope = il [ AX Local Security Checks |
@Tsrget selection b Backdoors
@ Access Rules I Bl
Jegicbin directory browsable 7
[ prefs Jdoc directory browsable ?
: g KB 3Com NBX VolP NetSet Detection
] H ASP Inline Corporate Calendar SQL injection
ASP source using %20 trick
ASPIASA source usina Microsoft Translate f: bua @ =

2310 plugins; 2310 enabled
Mo filter active

Enable all ‘ Disable all |

Expand all | Collapse al |

[« Enable dependencies at runtime [~ silert dependencies Fifter..

Message log
4| Welcome to Nessus GTK Cliert, http://www.nessus.org/
Copyright 1998-2004 by Renaud Deraisan
Authors: Renaud Deraison, Thomas Arendsen Hein, Jan-0liver Wagner, Michel Arboi (SSL-Support), Bruce Verderaime (PiefCharts)

[ :[Connection: jan@thetis encrypted =1

The Plugins are separated into a number of families whichbeaas a whole ac-
tivated or deactivated by checking the box right of familjeti Also, a family can
be expanded to show all of its member plugins where you camnerdlie selection by
activating or deactivating single plugins using the checkto the right.

The column “Warning” contains warning sign for some plugifie warning sign
means that this plugin may harm the target host by disahbtia@ttacked service or by
crashing the host. You should be careful when you enabladesi may force you to
reboot your servers or restart some services manually.

Below the plugin list the total number of plugins loaded frdme server is shown,
together with the total number of currently selected pluggnwell as the number of
plugins shown due to a applied filter.

15



The following actions are possible:
Enable all Enables all plugin categories.
Disable all Disables all plugin categories.

Expand all Expands the Plugin tree-list to maximum so that the list amstall
plugins.

Collapse all Only show the Plugin families.

Enable dependencies at runtime If you enable this option, then Nessus Server
will enable the plugins that are depended on by the set ofigugu selected.

Silent dependencies If you enable this option, then Nessus Server will not report
data coming from the plugins that you did not specificallyldaa

Filter The filter dialog lets you select plugins with the charasté$ you want.
Note, that you will erase your previous selection immedialtyhapplying a filter.

Plugin information dialog Double-Clicking on a specific plugin title will raise a
information dialog for the respective plugin.

The information shown are the ones specified within the spading plugin.

The following actions are possible in this dialog:

Set plugin timeout Allows to specify a timeout for the plugin.

Show dependencies Another info dialog is raised listing up the dependencies fo
the plugin. Also it is provided a hint whether the dependeseire currently enabled
or disabled.

4.3.3 Credentials

Some of the plugins allow to enter credentials to test aedpplications, for example
Samba or Web-Sites (HTTP). These plugins work the very sameas the plugins
listed in the “Plugin Preferences” list. For better hanglthey are collected under
“Credentials”.
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Fla \iew Task Scops Report Help

Scope: unnamed scope (Task: unnamed task]
D ﬁ =& <Fl & Cornments Options | I
Mame Low |Madium Ingh % General Craderiian
Global Settings El Q Ploging
= unnamed task SMB account [
e < Sin
SME password : ‘

@ Target selection
@ Accass Rules SME domain (optional)
[ prefs. SSH user name [root

] g"a L SSH password (Lnsafe!)

] SSH public key to use ’—_ Select

SSH private key to use Select.
Passphrase for SSH key ]—

~Message log
| Welcorme to Nessus GTK Cliert, http://wwn.nessus.org/
Copyright 19952004 by Renaud Deraison
Authers: Renaud Deraison, Thomas Arendsen Hein, | an-Oliver Wagner, Michel Arbei (SSL-Support), Bruce Verderairne (Pi/Charts)

{ :[Eornection: jan@thetis encrypted %

4.3.4 Plugin Preferences

Some of the plugins allow to refine with specific parameter.ofthe configurable
plugins’ parameters are collected on this page where thenuag modify the default
values.

Ele View Tisk Scope Report Help

Scope: unnamad scopa (Tasie Unnamad task)
O@E =< & [

Comments Options

Ll bem| Medum IHig" | %] General Advanced Plugins preferences-
Global Settings B[
Plugins -
S — L Global variable settings |
unnamed scope={] Credentials HTTP login page
Login configurations
@ Target selection
Misc infarmation on News server ]
P Access ruies
Lagin page ];

[ prefs
J Loginform }
| |

: Lagin form fields : [user=tUSER% Bpass=tPasSt

~Message log
4| Welcome to Nessus GTK Cliert, http://www.nessus.org/
Copyright 1998-2004 by Renaud Deraisan
Authors: Renaud Deraison, Thomas Arendsen Hein, Jan-0liver Wagner, Michel Arboi (SSL-Support), Bruce Verderaime (PiefCharts)

[ [Eannaction: jan@thetis snerypted

e

Only a comparably small number of plugins offers a configarat
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4.3.5 Target Selection

—

v

" SPTET

File View Task Scope Report Halp

o Scops: unnamed scope (Taski Lnnamed task)-
908 << & -

=B <l Comments Options |

NMama |Low |Memum ‘ngh % General fardit et

siebalsuitas B B Plugins Targetis): [localnast e
= unnamed task
Cradentials [ Perform a DNS zone transfer
Crnamud scapecal
@ Target selection
@ Access Rules
[ prefs.

gaka

Message log

| Welcorme to Nessus GTK Cliert, http://wwn.nessus.org/
Copyright 19952004 by Renaud Deraison

Authors: Renaud Deraison, Thamas Arendsen Hein, Jan-Oliver Wagner, Michel Arboi {SSL-Support), Bruce Verderaime (Pie/Charts)

I :[Conneaction: jan@thetis encrypted =]

Target(s) The first host(s) that will be attacked by Nessus Server. Ttiews below
allow you to extend the test to a larger set of computer. Yoy dedine several primary
targets by separating them with a comma (,). ie : “host12iost

A special syntax is “file:/some/where/targetlist.txt” whimeans that the actual
target names are loaded from that list. See for the file syaitaxbelow the description
for the button “Read from file”.

Read fromfile A textfile can be specified that contains the list of targelss Textfile
may contain comma-separated lists of host and also mayinantmy of such lines.

Perform a DNS Zone transfer Nessus Server will perform an AXFR request (that
is, a zone transfer) to the target name server and will ati¢onpbtain the list of the
hosts of the target domain. Then, it will test each host.

4.4 Reports
4.4.1 Report Page of NessusClient

The report page consists of 3 elements. On the left hand disteslows to browser
via hosts, ports and severity to single reports. Ontop af tifgielist is a selection for
re-ordering the tree structure. On the right hand the tesd aontains the actual report
text. The whole design is focused on supporting an expl@athderstanding of the
scan results.
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o X Nessus Client =) (] (]
Ele View Task Scope Report Help
o Report for scope: unnamed scope (Task: unnamed task)
D =<1 & . . £
Comrments| Options Report
T [ e [ g [T remoie web server s
Global Settings Bl N
< d\thetis.ng i |Apache/1.3.26 (Unix) Debian GNU/Linux ApacheSenv/1.1.2
¥ unnamed task
b & netbios-ns (137/udp)
= unnamed scope El < 9 www (80/icp)
Report 20060511-125959 2 o o e i [Solution : You can set the directive 'ServerTokens Prod' to imit
2 Security Note
e - o ity he information emanating from the server in its response headers.
b e time (37/tcp)
v @ ssh(22/tcp) I web server Is running on this port
b ¢ finger (79/tcp) 4
daytime (13/tcp)
discard (9/tcp)
distcc (3632/tcp)
font-service (7100/tc|
Idap (389/tcp)
netbios-ssn (139/tcp
sunrpe (111/tep)
x11 (6000/tcp) 5|
<1 3] [ I o]
Scan took place from Thu May 11 13:00:41 2006 to Thu May 11 13:01:18 2006
Message log
4] Welcome to NessusClient, hitp://www.nessus org/
Copyright 1998-2005 by Renaud Deraison
Authors: Renaud Deraison, Thomas Arendsen Hein, Jan-Oliver Wagner, Bernhard Herzog, Michel Arboi (SSL-Support), Bruce Verderaime (Pie/Charts)
[ fjnot connected Y

4.4.2 Report Formats

The scan results can be exported into a number of formatsicaigsit can be dis-
tinguished between 3 types of formats: Interchange-Farnialitable Documents and
Read-only Documents. The last type currently is the PDF Rdje. With a capa-
ble view it allows to browse back and forth through the docomesing the various
inserted hyperlinks.

For further information see the section about the menu camarfReport->Export”.

5 Special Features

5.1 NessusClient Preferences

NessusClient allows to specify some individual prefersrtbat determine some ways
how the client GUI works.

User interface Connection to Nessus Server
[¢ Auto expand tree elements || ¥ Automatically connect

Plugin Cache
[ Cache plugin information when connecting

@ Use plugin cache with reports
[ Load plugin cache for scopes immediately

Report
¢ Include plugin details in PDF

External Links in HTML/PDF

Nessus IDs: |http:;’,'cgi‘nessus‘orgmessus_id‘phpa?idz%s

CVE IDs: [mitre/mes 265265 Atmi

BugTraq IDs: |http:/,'cgi‘nessus‘org,’bid.phpS?bid:%s

X Cancel

The following selection are available:
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5.1.1 User Interface

Auto expand tree elements In the left-hand treeview clicking on a task or a scope
automatically expands the corresponding tree if checked.
If not checked, the user has to manually click on the expamil @ch time.

5.1.2 Connection to Nessus Server

Automatically connect If this setting is enabled, NessusClient will try to conntect
the server when a scope is executed. For user certificateswih password, this will
work immediately. For password protected user certificatesmple password based
authentication, the password will be stored in memory atsuccessful login until
NessusClient is closed.

5.1.3 Plugin Cache

Cache plugin information when connecting If this setting is enabled, NessusClient
will create a cache for the respective scope containingadjip information. This has
essentially three effects:

First, reconnecting the same scope might be much fasteubed4D5 check sums
are used to find out about changed and new plugins. Only thegelsawill be down-
loaded. Of course, connecting to a different Nessus serileusually force a new
download of all plugins.

Second, all plugin information are available even when #wes has not been
connected. Thus you can review which plugins are selectéevhat the current plugin
preferences are. Note that the selection might change adtarecting for a actual
scan because new plugins occur and some might disappealatidraisually doesn't
happen. Loading the cache may take a couple of seconds. figrwuwant this, switch
off option “Load plugin cache for scopes immediately”.

Third, the downside of caching: The cache will consume s#\WBytes for each
scope. If this means a problem, you should disable this featlf you want to re-
move the caches, search for the files “nessus_plugin_céatclyeur Nessus directory
(“~/.nessus”). Simply deleting them is sufficient.

Use plugin cache with reports Enabling this setting will make NessusClient attach
all Plugin Information to newly created scan reports. Thisves to review the plugin
selection and the plugin preferences for a reportin the iNg3#ent GUI. So, this cache
is for increasing transparency not performance.

Again, the downside is that several MBytes of cache per tepidrbe generated.
Disable this option if this means a problem. If you want to cemthe caches, search
for the files “nessus_plugin_cache” in your Nessus dirgc{bt/.nessus”). Simply
deleting them is sufficient.

Load plugin cache for scopes immediately Disabling this option will cause Nes-
susClient to not automatically load a scope’s cache whereraative. You won't see
the plugin selection nor the plugin preferences. So, intfastoption could remove the
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second effect of the above described option “Cache pludarimation when connect-
ing” for the benefit of avoiding to load possibly huge cacheseoclicking on a scope
entry.

5.1.4 Report

Include plugin details in PDF Enabling this setting will make NessusClient add an
appendix to each PDF Report containing the details of thasgirs that produced
relevant results for the report. They are linked within tli#so that the information
can easily be browsed.

Be aware, however, that this could significantly increagesihe of your PDF file.
On average, you can expect two plugin descriptions to copsame page.

5.1.5 External Links in HTML/PDF

These settings determine the URLSs for linking more infoiorabn Nessus Plugin,
CVE/CAN and BugTraq ID in Reports of format HTML or PDF. Thefadts as shown
in the screenshots are recommended since there up-toaftateation are to be found.
The defaults are reactivated when field is left empty.

In case you want to package a Nessus report with e.g. CVE/Galld for offline-
reading, you may enter an apropriate definition like “m#6e/%s/%s.html” in case you
have a directory structure relative to the report file withreiCVE/yyyy/nnnn.html
and mitre/CAN/yyyy/nnnn.html where yyyy is the year and nimthe number of the
record. Then you could package all files together.

Note, that the strings defined here are filled into the htnid parameter “href” as
it is. The tool “htmldoc” is issued to produce a pdf out of thiml report. Depending
on the version and features the created links in the PDF filebnaareated differently.

5.2 User-defined Access Rules
5.2.1 General

Nessus Server keeps a list of access rules similar to useabfirrules. In no way can
these be overridden by the Nessus Client.

Furthermore, the Nessus Server Administrator can addfepades for each user
while applying the toohessus- adduser .

And finally, the User may add another set of rules in NessesCli

5.2.2 Syntax

A rule might either be a default definition: “default denytiefault reject” or “default
accept”.

Or it is a target specific definition that consists of the at{{aeny”, “reject” or
“accept”) and a target specified with its IP (eg. 192.16&.Q].

Note that it must be an IP. The use of hostnames is not allowedti@ security
reasons.
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5.2.3 Manage rules in NessusClient

A rule consists of a action and (in case no default action redfj a target. There are in
total 6 actions available where the user can select one isgleetion box. The target
is to be specified manually in a text entry field.

Once clicking the button “Add rule”, the specified actionget is added to the
group “Clientside userrules”.

If a rule in this section is selected, the button “Remove’raid delete it from the
list. No serverside rule can be removed of course.

5.2.4 Example for User-defined Access Rule

You are the security team of BigBank Corp. The managemehbaaed you to scan
the network, BUT you're not allowed to scan 172.20.142.2aurahy circumstance,
because it's a SWIFT server and if it goes down, so does thie (@exad your company
and legal responsability). So you add :

deny 172.20.142.2

as a user rule in the GUI, and you are now SURE that you'll negan this IP - even
if you later on ask nessusd to scan it.

5.2.5 Example for a Adminstrator-defined Access Rule

By editing nessusd.rules (only the administrator for NesSarver can do that), you
make sure that nessusd will not be used to scan any systeroutdshot scan. If

your internal network is 10.0.0.0/8, you basically want take sure that nobody
will scan anything else (either by fat-fingering an IP or jbgtmalice), so you edit
nessusd. rul es and you add :

allow 10.0.0.0/8
allow 127.0.0.1
default deny

5.3 Local Security Checks: Theory
5.3.1 What are "local" security checks?

Starting with Nessus 2.1.0, it is possible to give Nessus &®8Hentials to log into the
remote Unix systems and determine which patchs need to Biedpy/hat this really
means is that if you give Nessus the proper SSH key, it widliglly log into the remote
host, extract the list of installed software, and tell youahipackages have an update
ready for them.

The real goal of this feature is to easily keep track of all thiesing patches of
a given system, without the potential hazards and falsetipesiof remote security
checks. Itis really important to understand that enablawgl security checks do not
discover flaws such as unauthorized suid binaries, theylgidgpermine which patches
are missing from the remote operating system.
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5.3.2 Which operating systems are supported at this time?

At this time, Nessus is able to determine the missing patohtbe following operating
systems :

o AIX 5.X

e Debian

e FedoraCore 1and 2

e FreeBSD 4.x, 5.x (including the port collection)
e Gentoo Linux (all advisories from 2004)
e Mac OS X (and Mac OS X Server)

e Mandrake Linux (8.0 to 10.0)

e RedHat Enterprise Linux (2.1 and 3.0)
e Solaris (2.5.1,2.6,7,8and 9)

e SUSE Linux (7.0t0 9.1)

e Microsoft Windows NT, 2000, XP, 2003

We hope to support more systems in the future (HP-UX, Trut4.,.p

5.3.3 Which Solaris patches are checked for?

We have implemented checks for Solaris 2.5.1, 7, 8 and 9 (boethparc and i386
architectures). We check for every patch listed by Sun iritiaéch containing security
fixes" of their patch page.

5.3.4 s itintended to support more systems?

We do notintend to support every operating system which ¥rasseirfaced on the face
of earth. However, we intend to create “working groups” obple working on a given
operating system. Basically, we are looking for people wioald be responsible for
producing the security checks relevant to the operatintesyshey use (and love). If
you are interested in taking part in such a group (or to evad &given OS group),
please contact the Nessus Development Team.

5.3.5 What are "local" security checks NOT?

At this time, Nessus does not check the local security pafdie remote system, like
Tiger does (ie: directories writeable by any users, wrongnigsions on a sensitive
configuration file, and so on...). Read about SLAD (Securdygdl Auditing Daemon)

for extensive on-site testing of remote targets that paatyire compromised. SLAD
can be accessed via respective NASL scripts.
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5.3.6 Why do we need to perform local security checks, is notéésus good enough
to determine security issues?

Nessus 2.0 is, at its heart, a network based scanner. Thissiiiea it will connect to
the remote host and attempt to determine the flaws affectieryeervice on it. How-
ever, testing everything from the point of view of the netlwoas its own shortcomings.
In particular, a 100% network-based security scanner cadathe following :

e Determine client-side flaws: There are more and more chafg-vulnerabilities
published every day, ranging from flaws in mail clients to XNilhraries. It
simply is not possible to check for those from the point ofwief an active
scanner. The only way to detect such flaws is to deploy a passanner (ie:
NeVO) or to locally check that every host has been patched.

e Determine local flaws: Obviously, the security level of Ibgtlities can not be
determined from the point of view of the network. By runnimgdl security
checks, Nessus will tell you if a user logged into the remaistitan use an
overflow in a suid binary to gain root privileges.

e Determine flaws in disabled services: If a host has a vulhessvice installed,
but it's not running at the time of the scan, a vulnerabiliill be missed. Having
an unpatched disabled service is a potential security Hazkthe service is ever
enabled in the future, it might be exploited.

So traditional network-based scanners have their inhdéimitations, which can now
be overcomed thanks to this new feature.

5.3.7 Will Nessus recognize individually compiled and instlled packages?

If you e.g. compiled your DNS server by hand instead of usiegslystem'’s one: Will
Nessus see it ? No!

Nessus sticks to the patches provided by your OS vendor. t#weote that it
usually is a good administrative practice to stick to younder packages, as it makes
the upgrade of your system much easier.

In the future, Nessus might be able to detect if a runningesdsvnot of the same
version as the one installed by RPM (or any other packagisigsy) and may improve
its output this way.

5.3.8 Why care about local security if there is no local user?

E.g. why should one care if the web server has local overflonsuid binaries but
there’s no local user on it, apart from oneself?

At the time this feature starts to be discussed, many peoplédrobject that they
don’treally care about local security because their sesiveply is a web server with no
local users, therefore nobody can exploit a local vulnditgbThe answer is a simple
security practicecontainment. If your web server is vulnerable to a given flaw (be
it a misconfiguration, a badly written PHP script, or an Oday\pache), an attacker
will be able to obtain a shell on your system. The questioiiyésa do you want to
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make it easy for the attacker to gain super-user privilegesgain the full control of
your system, or do you want to contain him to the privilegesryweeb server is running
with? (These privileges will prevent the attacker to modibur kernel, load a rogue
kernel module, and generally will make it harder for him teeohis tracks). Stocal
security really matters, since it's your last line of defense.

5.3.9 How can enabling local security checks improve my scaimg experience?

Depending on how you use them, local security checks canatreafly improve your
scanning experience:

e By reducing false positives: it is not always possible to oegty determine if
a given service is vulnerable to a given flaw or not (sometithesonly way to
check for it is to actually crash the service, which is not ptian in a production
network). Sometimes, vendors do not upgrade a faulty prouthe newest
version but backport the fix instead (see Red Hat's stateatamit this), which
also makes life more difficult for network-based scanners .

e By speeding up the checks: if all you are interested in is tierdane if all
the patches have been installed on your remote hosts, youaat/to only
enable local security checks and dramatically reduce the it takes to scan
your systems. It only takes 6 seconds to find all the local flafva remote
system (over a VPN link) whereas it takes over one minute &m she same
system entirely with all the network checks.

e By scanning more often: Every network-based security seaareate the risk
of crashing devices/services on your network. This is netHje to Nessus, this
really is a hard fact about security scanning in general. réason is simple: a
scanner attempts to connect to all the services on the redmesteand some ser-
vices (and TCP/IP stacks) out there are so poorly writtendbianecting to them
too quickly or not sending them the exact data they are waitin may crash
them. No matter how gentle the scanner is, there is alwayskaficrashing a
custom application, a loaded server which is low on memarg,so on. This is
especially true for embedded devices, most of which beisgded without any
consideration for security. There are scanners vendortheu who are trying
to claim that they have reached “100% unintrusive scanniad this is simple
not true. If a scanner interacts with a network service gliealways a risk for
crashingit.

As a result, many people only scan once a month or once a guarén though
security issues appear every day!

By only enabling local checks and disabling port scannedseaery other plu-
gins, Nessus Server will only connect to the SSH port of tineate hosts - no
stress on the network, no bad surprises.

So wether you administrate a small number of hosts or a hugdeauof systems, local
security checks can definitely make your job much easier.
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5.3.10 Does this feature slow down the scan?

No. Nessus will minimize the number of SSH logins into the oterhost, and will
actually log in once, then load its knowledge base with wagimformation found on
the remote host. Please view the source code of the plugigsshinfo.nasl for more
details about what is gathered.

5.3.11 What are the caveats of this new feature?

At this time, the following caveats are known:

e Only SSHv2 is supported. You can not log into the remote hsisiguSSHv1.

e You have to use SSH public key authentication. It's sligtithrder to deploy
than a password, but it's much more secure.

e This documentation only deals with OpenSSH.

5.4 Local Security Checks: How to enable
5.4.1 The principle

To enable local security checks, the idea is to:

e Create a SSH private/public key pair for Nessus to use

e Create a user account on every system for which you want fornpesa local
scan

e Copy the SSH public key Nessus will use in the directory ofrtee user

o Tell Nessus to use this SSH private and public keys and partioe scan

As you can see this is pretty simple. Nessus can not use passwthentication,
otherwise it would be vulnerable to a man-in-the-middla@ktwhen scanning the
remote systems (we do not want to handle key managementfoetiote systems just
yet).

If you are not familiar with SSH public key authenticatiordaimderstand what it
does, you should consult the ssh documentation or correamppublications.

5.4.2 Generating a SSH public key
To generate a SSH public key, use ssh-keygen and save the &eafe place.

$ ssh-keygen -t dsa

Generating public/private dsa key pair. Enter file in which to save the key
(/ Users/renaud/ . ssh/id_dsa):

/ hone/ r enaud/ Nessus/ ssh_key

Enter passphrase (enpty for no passphrase):
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Enter sanme passphrase again:

Your identification has been saved in /hone/renaud/ Nessus/ssh_key

Your public key has been saved in /hone/renaud/ Nessus/ssh_key. pub

The key fingerprint is: 06:4a:fd:76:ee:0f:d4: e6:4b: 74: 84: 9a: 99: e6: 12: ea
renaud@ryth. | oca

As you can see in the example above, two files have been created

e /home/renaud/Nessus/ssh_key is the private SSH key. Dtrarwtfer it on a
system other than the one running your Nessus client.

e /home/renaud/Nessus/ssh_key.pubis the public SSH keywibcopy this file
on every system you want to scan with Nessus.

When ssh-keygen asks you for a passphrase, you may wanteiorenirn twice (ie:
don’t set any passphrase). It's safer to protect a key withssphrase, however, given
the way Nessus is implemented it will not buy you extra séguais the passphrase will
have to circulate between your Nessus Client and the NegsusrSand will be stored
in clear text in your .nessusrc configuration file. If you feafer, feel free to enter a
passphrase.

5.4.3 Creating a user account and setting up the SSH key

On every platform you want to test, you want to create a newassunt dedicated
to Nessus. We will call this user nessus in this documentybutcan set his name to
any value. Once you created an account for the user (usingsaddr any utility that
the system provides you with), make sure that he has no vasidyord set (ie: when
editing the file with 'vipw’ make sure that the password fiefdyocontains a star):

# vi pw
(..
nessus: *: 502: 502: : 0: 0: Nessus Test Account:/hone/ nessus:/bi n/ bash

()

Now that the user has been created, you simply need to coggeth® his home
and set the correct permissions on the .ssh directory:

# nkdir ~nessus/.ssh

# mv ssh_key. pub ~nessus/.ssh/aut hori zed_keys
# chown -R nessus: nessus ~nessus/.ssh/

# chnod 0600 ~nessus/.ssh/authorized_keys

# chnod 0700 ~nessus/.ssh/
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5.4.4 Setting up Nessus

First, make sure that you are running Nessus 2.1.0 or nevaethan it has been com-
piled with SSL support. You can do that by typing nessusd -d:

[root @yth Home] $ nessusd -d

This is Nessus 2.1.0 for Darwin 7.4.0

conpiled with gcc version 3.3 20030304 (Apple Conputer, Inc. build 1495)
Current setup :

nasl: 2.1.0

libnessus: 2.1.0 SSL support: enabled

Then start the NessusClient, and go to the “Credentialgicseand set the SSH
user name and SSH keys properly:

Make sure not to mix the public key (keyname.pub) and theapgione. Make sure
that the option “enable dependencies” at runtime (in thgipk) section is checked,
and run a scan against the remote host. The Nessus repoltl stiou tell you that
login in was successful, and should show you all the missatghes on the remote
system:

Repeat the operation for every server for which you want ta dlmcal scan, and
you are ready to go!

5.4.5 Acknowledgements
The SSH local checks functionality is a courtesy of:

¢ Nicolas Pouvesle who wrote a lightweight SSH client implamaéon in NASL

e Tenable Network Security. Tenable wrote over 1200 plugig$goming local
security audits.

6 Optimizing and Fine Tuning

6.1 Knowledge Base

Knowledge Base saving allows you to not disturb the useroaf network by doing
daily portscans of a /24 network and to not waste the resulthadr tests.
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The Nessus Server as well as the Nessus Clients have a capiiea to switch on
Knowledge Base support. Usually that is the case but you maystrvers or clients
installations without this feature.

In the NessusClient you find the configuration of the knowédbgse on the page
“KB” of the “Options” notebook (provided the respectiveaiit support the KB fea-
ture).

6.1.1 Introduction

The knowledge base (KB) is the list of information gatherbdud a tested host. It
contains the list of open ports, the operating system typbehost, and many more
information. Its first purpose was to reduce the redundahttyatests, so that a plugin
A which finds a fact (for instance, a way to log into the remot®erver) writes can
share its result with the other plugins (for instance, a wlwghich needs to log into
the remote FTP server will look in the KB if there is a way to dx).sAfter a test,
the KB would be freed from memory, and would be rebuilt fromasch during the
next test. The idea behind the saving of the knowledge baserésuse it for another
audit, to reduce the bandwidth consumption of a test. Fdaiwt®, if you have not
touched the configuration of your web server during the ldsi&s, it's very unlikely
that a new port will be opened when you do a new port scan oritwl8/ waste your
bandwidth and time re-doing a portscan when you could justseethe result of the
previous portscan you did against this host ? Saving the kKBvalyou to:

e save bandwidth
e save time

e test the hosts of your network for new vulnerabilities only
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You can define a lifetime for the knowledge bases attacheldedested hosts. This
lifetime can range between a few seconds to a hundred of ygarsare free to con-
figure it the way you want. The purpose of this section is td@rp/ou how to enable
and use this feature to increase your security by making rests more often, thus
having a day-to-day view of your network.

6.1.2 Using the KB saving

If you want the knowledge bases to be saved on the NessusrSaee you must
enable the optionEnable KB saving' in the client:

This option enables all the knowledge base saving, and byliagahis checkbox,
you know that all the information collected about the remutsts will be saved on
disk. If you enable this option only, then the data gatheredhfthe hosts you are
testing for will be saved on disk, and that's all. That is,sussl will not use it when
you test the same host again. If you want to take advantageaf the rest of your
tests, continue to read.

Technically speaking, each knowledge base is saved onti&edost as a differ-
ent file for each tested host. A database may be pluggablérhive future, but at this
time, this is fine. The files are located in “/usr/local/vagsus/username/kbs/” where
username is the Nessus Server login name in use.

6.1.3 Reducing the hosts tested to (re)populate the knowlgd bases

When “Enable KB saving' is set, then it is possible to reduce the set of tested hosts t
populate the knowledge bases of the current user. You mat/tavgunst test the hosts
that already have a knowledge base attached to, or at thesibgpgou may want to
only tests the hosts that have no, or an outdated, knowledge, 130 that the set of
knowledge bases is up-to-date and complete. That's wherththe optionsTest all
hosts', “Only test hosts that have been tested in the pasand “Only tests hosts
that have never been tested in the pastare handy.

o If “Test all hosts is set, then all the hosts present in the “Target” field ofttre
get selection panel will be tested; that is, no filtering Ww#ldone, and everything
will be tested as it used to be.

o If you set the option Only test hosts that have been tested in the pdstonly
the hosts to which an up-to-date knowledge base is attachidobewested. This
allows you to make sure that, for instance, no port scan widéne against hosts
that have never been tested in your selection, so you ardhatreetwork noise
will be low.

e Last but not least, the optiorOhly test hosts that have never been tested in
the past” is set, then only the hosts that have no knowledge base, artdated
one, will be tested, and will be given a fresh new KB.

These three options allow you to do what you want :

o test everything
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e make sure that no noise will be generated during this test

e populate the set of knowledge bases

6.1.4 Re-using the knowledge base between multiple tests

Re-using a knowledge base saved in the past may be dangsuppsse for instance
that the host you have audited yesterday was broken intaglthie night, and that the
attacker left a root shell open on a port that used to be cldégdu re-use the knowl-
edge base, then you will miss this fact. On the other hand,wellasecured network,
you may want to re-use a previously saved KB to save time astdhteestricted set of
new security checks against the host.

If you enable the optionReuse the knowledge bases about the hosts for the
test’, then the older knowledge base will be reloaded in memany, l[dessus Server
will make an active use of it. You can control what Nessus &emill make of it using
the four following options:

If “Do not execute scanners that have already been execigadt, then scanners
you used in an older test won't be used again. The same forttiez three options.
If you just want to execute the new checks you gathered ubiagdommand “nessus-
update-plugins”, then it is suggested you enable all theserms. If you just want to
reduce the noise of your network and don’t do any port scahgjuable the first option.
And so on...

6.1.5 Defining the meaning of up-to-date

Throughout this section, it is said that a KB can be declaseleang up-to-date or
outdated. What is meant by this is what you want. Each time aK&eated, it is
attributed a date tag. The optiomax age of a saved KB defines, in seconds, the
amount of time after which a KB is declared as being obsoletkvell be regenerated
from scratch.

The default value is 864000 (10 days), but you are free to idhis to 3600 (one
hour), or less, or at the opposite, raise this value to wigatgou want.
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