bad keychain

does
keychain work?

has user provisioned
on device?

signup or
provision screen

existing user

new user

another
keybase user

es

device
unlock

is unlocked

via keychain?

web page

subflow

Key

internal
decision
(CORE)

screen
(DESKTOP)

exit

account reset

User list
choose 1

A

new keybase
user

device
prosivion

signup

pick try another
existing user user
enter
password

enter username done l remﬁmber
username \ forgot it?
has devices lookup username device
or paper keys from email via email list
for current eldest? or via phone number
another \
es no device
T already on enter Change PW
device list Dhis device password Dbad on that device
all are have hone of
lost provisioner good these
enter your wrong standard provision Check auto-reset forgot
PW (if possible) ry again with device pipeline state or nopw
yag or paperkey P
. not in don't
know it pipeline know it
Check auto-reset in pipeline legacy I account reset:
pipeline state still waiting provisioning through pipeline no PW known
in pipeline T
still waiting through pipeline
Come back Go ahead has
soon! with Reset? PGP key?

not in
pipeline

Nevermind

no

no

On desktop?

found matching
PGP private key

locally?

try again
from another device
with PGP private?

Il go find
my other device

account reset:

PW check

ed

try PGP shellout;
Did it work?

pick sign
strategy
private key
import
sign try PGP import;
statement Did it work?

no

yes

es

provision anew

has devices
or paper keys
for current eldest?

paper
key

no

has server
synced PGP?

es

Check auto-reset
pipeline state

Cancel account
reset (overlay)

Enter
paper key Dbad
cancel
ood reset
Logged in!
Now change Yoad
password
good
logged in
es

Login Flow For Keybase Apps

no

You will lose data
followers, proofs, etc.

Still ok?
k
Is PW
known?
o}
Do you know
your password?
it is
es andom es
Enter
password Doad 0
ood i give up
You can We'll send
reset in directions to your
7 days email or phone

Click link
to initiate
reset process

You can
reset in
7 days

Reset imminent:
OK with you?

You are now
ready to
reset.

cIiclli<n\{(veb open app

Pick new PW

to confirm reset

Go ahead
with reset?

Open app
to complete

yes

provision anew



